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How do | configure Active Directory to store Bitlocker recovery
information?

Service: \NWindows Infrastructure for Departments

You can configure BitLocker Drive Encryption to back up recovery information for BitLocker-protected drives and the Trusted Platform Module
(TPM) to Active Directory Domain Services (AD DS). Recovery information includes the recovery password for each BitLocker-protected drive,
the TPM owner password, and the information required to identify which computers and drives the recovery information applies to.

The first step, adding the BitLocker Recovery Password Viewer to the domain controllers, has already been completed for you. All that you'll
need to do is to email consult@uic.edu and let us know which organizational unit (OU) contains the computers that you'll be encrypting and
which group of users you'd like to have access to the stored bitlocker keys so that we can delegate the authority to non-domain administrators
to view the recovery keys of the computer objects in that OU. After that's done, you'll need to set the proper group policy settings to configure

the computers to back up the recovery information.

GPO Settings:

1. Open "Group Policy Management".

2. Navigate the the GPO that's linked to the OU that you want to contain your settings for Bitlocker.
3. Right click on the GPO and select "Edit"

4. Navigate to Computer Configuration->Policies->Administrative Templates->Windows Components->Bitlocker Drive Encryption.
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5. Double Click on "Store Bitlocker Recovery information in Active Directory Domain Services" and configure it as follows:

@ Store BitLocker recovery information in Active Directory Domain Services (Windows Server 2008 and Windows Vista)

Previous Setting Next Setting

(O Not Configured Comment:

(®) Enabled
() Disabled

Supported on: | \indows Server 2008 and Windows Vista

Options: Help:

Require BitLocker backup to AD DS This policy setting allows you to manage the Active Directory
Domain Services (AD DS) backup of BitLocker Drive Encryption

If selected, cannot turn on BitLocker if backup fails recovery information. This provides an administrative method of
(recommended default). recovering data encrypted by BitLocker to prevent data loss due
to lack of key information. This policy setting is only applicable
If not selected, can turn on BitLocker even if backup to computers running Windows Server 2008 or Windows Vista.
fails. Backup is not automatically retried.
If you enable this policy setting, BitLocker recovery information
Select BitLocker recovery information to store: is automatically and silently backed up to AD DS when BitLocker
is turned on for a computer. This policy setting is applied when
you turn on BitLocker.

Recovery passwords and key packages

Note: You might need to set up appropriate schema extensions
A recovery password is a 48-digit number that and access control settings on the domain before AD DS backup
unlocks access to a BitLocker-protected drive. can succeed. More information about setting up AD DS backup
for BitLocker is available on Microsoft TechNet.

A key package contains a drive's BitLocker
encryption key secured by one or more recovery BitLocker recovery information includes the recovery password

zamlvnrrk and some unique identifier data. You can also include a package

OK Cancel Apply

6. Click "OK".

7. Under Computer Configuration->Policies->Administrative Templates->Windows Components->Bitlocker Drive Encryption, click on the
appropriate folder for your configuration. In this example, I'm configuring bitlocker to encrypt the OS drive.
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8. Double click on "Require additional authentication at startup" and configure your settings as follows:

[5] Require additional authentication at startup

Previous Setting

(O Not Configured Comment:
(® Enabled
() Disabled

Supported on: | At east Windows Server 2008 R2 or Windows 7

Opticns: Help:

Allow BitLocker without a compatible TPM encrypt the drive is stored on the USB drive, creating a USB key.

(requires a password or a startup key on a When the USB key is inserted the access to the drive is
USE flash drive) authenticated and the drive is accessible. If the USB key is lost or

unavailable or if you have forgotten the password then you will
Settings for computers with a TPM: need to use one of the BitLocker recovery options to access the
drive.

Configure TPM startup:

On a computer with a compatible TPM, four types of
authentication methods can be used at startup to provide added
protection for encrypted data. When the computer starts, it can
use only the TPM for authentication, or it can also require

Allow TPM v

Configure TPM startup PIN:

A - insertion of a USB flash drive containing a startup key, the entry
llowesiup Bibior TR of a 4-digit to 20-digit personal identification number (PIN), or

Configure TPM startup key: both.

Allow startup key with TPM If you enable this policy setting, users can configure advanced
startup options in the BitLocker setup wizard.

Configure TPM startup key and PIN:

If you disable or do not configure this policy setting, users can
configure only basic options on computers with a TPM.

Allow startup key and PIN with TPM
<




NOTE: "Allow Bitlocker without a compatible TPM" need only be checked if at least one of the computers that you're encrypting do not have a
trusted platform module.

9. Click "OK".

10. Double click on "Choose how Bitlocker-protected operating system drives can be recovered" and configure it as follows:

Choose how BitLocker-protected operating system drives can be recovered

Previous Setting Next Setting

(O Not Configured Comment:

(®) Enabled
() Disabled

Supported on: | At east Windows Server 2008 R2 or Windows 7

Options: Help:

This policy setting allows you to control how BitLocker-protected
operating system drives are recovered in the absence of the
required startup key information. This policy setting is applied
when you turn on BitLocker.

Allow data recovery agent

Configure user storage of BitLocker recovery
information:

The "Allow certificate-based data recovery agent” check box is
used to specify whether a data recovery agent can be used with
BitLocker-protected operating system drives. Before a data
; , _ recovery agent can be used it must be added from the Public Key
] Omit recovery options from the BitLocker setup Policies item in either the Group Policy Management Console or
wizard the Local Group Policy Editor. Consult the BitLocker Drive
Encryption Deployment Guide on Microsoft TechNet for more
infoermation about adding data recovery agents.

Allow 48-digit recovery password

Allow 256-bit recovery key v

] Save BitLocker recovery information to AD DS
for operating system drives

S v : Y In "Configure user storage of BitLocker recovery information”
Configure storage of BitLocker recovery information 9 = g

to AD DS:

Store recovery passwords and key packages

Do not enable BitLocker until recovery
information is stored to AD DS for operating
system drives

select whether users are allowed, required, or not allowed to
generate a 48-digit recovery password or a 256-bit recovery key.

Select "Omit recovery options from the BitLocker setup wizard" to
prevent users from specifying recovery options when they turn on
BitLocker on a drive. This means that you will not be able to specify
which recovery option to use when you turn on BitLocker, instead
BitLocker recovery options for the drive are determined by the

policy setting.

11. Click "OK".

12. Navigate to Computer Configuration->Policies->Administrative Templates->System->Trusted Platform Module and set "Turn on TPM
backup to Active Directory Domain Services" to "Enabled".

13. Click "OK".

NOTE: Only machines that have downloaded the updated group policies and were encrypted after the group policy has been applied to the
machine will have their recovery information stored in Active Directory. To ensure that the newly configured group policy settings are applied,
please reboot the machine prior to encrypting and/or run "gpudate /force" from a command line on that machine. If a machine has already
been encrypted, you can force it to store its information in Active directory by opening up powershell and typing manage-bde -protectors -get c:
to get its bitlocker information and then typing manage-bde -protectors -adbackup ¢: -id '{<numerical password ID>}'
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